
IT Security Analyst

Toronto, ON
Position Description:
Join us and put your career in IT-security into high-gear! 

At CGI, our success comes from the talent and commitment of our professionals. As one team, we share the challenges and
rewards that come from growing our company, which reinforces our culture of ownership. All of our professionals benefit from the
value we collectively create. 

Be part of building one of the largest independent technology and business services firms in the world. 

Your future duties and responsibilities:

Troubleshooting network connectivity issues
Provide Security input on current and future state of applications and infrastructure
Working with product implementation teams to:

o implement required security at the application level including but not limited to data encryption at rest and in-transit,
authentication and authorization in their products 

o Create and maintain threat models for the applications and the supporting infrastructure 

o Address vulnerabilities identified during static code analysis, vulnerability scanning and penetration testing 

Leading the technical response to client security evaluations and audits
Provide Security input for client proposals and RFI/RFP responses that align with CGI's overall Security Procedures and
Policies
Security review of changes to the network, servers environment and cloud infrastructure
Help educate the team on the security focus areas and requirements
Evaluating the current business and IT environments to identify requirements, vulnerabilities and opportunities
Deals with conflicting requirements and difficult personalities to reach consensus and drive outcomes
Developing and managing strong relationships with clients at all levels

Required qualifications to be successful in this role:

Must have at least 3 â€“ 6 years' experience working as a Security Analyst
Demonstrated experience in network analysis and networking fundamentals
Demonstrated experience leading efforts to identify and resolve systems issues
Experience working on projects, following a common SDLC
Proficient in Microsoft Office (Word, Excel, PowerPoint)
Familiarity with the issues associated with managing IT in large, complex organizations
Ability to support business development through proposals and client presentations

Soft Skills:

Familiarity with a broad range of computer hardware and software, application development and processes

Other Requirements:

Strong verbal and written English communication skills
Detail oriented
Strong facilitation and presentation skills
Proven track record of delivering on time, on budget and meeting client commitments
Strong interpersonal skills and ability to integrate well into internal and client teams
A motivated self-starter, with the ability to perform in a fast paced environment, with multiple tasks, deadlines and changing
priorities.
Strong problem solving, analytical and decision-making abilities as well as creative thinking
Ability to perform successfully under limited supervision

Required Education: Bachelor Degree in Computer Science or Diploma in IT with equivalent IT experience 

Skills:

SDLC
Security



What you can expect from us:
Build your career with us. 

It is an extraordinary time to be in business. As digital transformation continues to accelerate, CGI is at the center of this
changeâ€”supporting our clients' digital journeys and offering our professionals exciting career opportunities. 

At CGI, our success comes from the talent and commitment of our professionals. As one team, we share the challenges and
rewards that come from growing our company, which reinforces our culture of ownership. All of our professionals benefit from the
value we collectively create. 

Be part of building one of the largest independent technology and business services firms in the world. 

Learn more about CGI at www.cgi.com. 

No unsolicited agency referrals please.


